CONFIDENTIAL INFORMATION PROTECTION AND STATISTICAL 
EFFICIENCY ACT INFORMATION ACCESS AGREEMENT 
BETWEEN THE
U.S. ENERGY INFORMATION ADMINISTRATION
OF THE
U.S. DEPARTMENT OF ENERGY
AND THE
U.S. GEOLOGICAL SURVEY
OF THE
U.S. DEPARTMENT OF THE INTERIOR

I. Introduction

The U.S. Energy Information Administration (EIA) was created by Congress in 1977 as the statistical agency of the U.S. Department of Energy (DOE).  The EIA collects, analyzes, and disseminates independent and impartial energy information to promote sound policy-making, efficient markets, and public understanding of energy and its interaction with the economy and the environment.  To achieve this mission and to balance both public and private interests, the EIA appropriately handles and safeguards information reported by energy suppliers and consumers.

The U.S. Geological Survey’s (USGS) energy resource research contributes to discourse and decisions about future natural resource security, the economic vitality of the Nation, and management of natural resources on Federal lands.  The USGS seeks access to uranium and vanadium reserves data and mine location information possessed by the EIA in order to build a uranium information database.  This database will support USGS studies of domestic uranium resources including undiscovered resource assessments. EIA information, coupled with geologic data gathered by the USGS, will provide a general guide to uranium resource potential within particular known geologic settings and geographic areas that can be extended into new areas.  Under this Agreement, the EIA will provide USGS with all information reported on Form EIA-851A, “Domestic Uranium Production Report (Annual)” beginning with calendar year 2008 and continually for each year thereafter until termination of this Agreement.  This information will be used to calculate grade/tonnage curves for known uranium deposits.  These curves are a significant component of the calculation of undiscovered uranium resources.  The EIA and the USGS have past Agreements outlining USGS responsibilities to provide such assessments and both agencies have worked closely on improving the accuracy of uranium reserve estimates.

II. Purpose

This Agreement provides for the disclosure by the EIA of individually-identifiable survey information submitted to the EIA as confidential and for exclusively statistical purposes in accordance with the Confidential Information Protection and Statistical Efficiency Act of 2002 (CIPSEA) to the USGS.  Upon execution of this Agreement, the EIA shall transmit confidential respondent-level information to the USGS.  This Agreement shall apply only to the information provided by the EIA to the USGS and shall not apply to information acquired by the USGS from other sources.  This information shall only be used for statistical purposes.
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III. Authorities

The EIA enters into this Agreement to share data in the possession of the EIA under 15 U.S.C. §771(f) and section 512(d) of the CIPSEA (P. L. 107-347; 44 U.S.C. §3501 note).  EIA’s survey information is collected under the authorities of the Federal Energy Administration Act of 1974 (P. L. 93-275, 15 U.S.C. §761 et. seq.) and the DOE Organization Act of 1977 (P. L. 95-91, 42 U.S.C. §7135 et. seq.). 

The USGS enters into this Agreement under 43 U.S.C. §36c, which authorizes cooperative work with other Federal, State or private entities.

IV. The EIA agrees to provide all information reported on Form EIA-851A, “Domestic Uranium Production Report (Annual)” beginning with calendar year 2008 and continually for each year thereafter until termination of this Agreement.

V. The USGS agrees to: 

A. Use the information provided by the EIA only for statistical purposes and publicly report any results relating to confidential information in such a way that the identity of a specific company may not reasonably be inferred by either direct or indirect means.  Information provided by the EIA will be used to build a uranium information database, estimate grade/tonnage curves for use in undiscovered resource calculations, provide resource assessments and other related statistical uses.

B. Apply disclosure limitation statistical methodologies to values and submit to the EIA for review any aggregations based on the confidential data provided under this Agreement prior to publicly releasing any table cells or graphs to assess the risk of disclosing company identifiable information.  The USGS further agrees not to publicly release any proposed table cells that are identified by the EIA as “sensitive” to disclosing company-level information.  

C. Consult with and obtain the concurrence of the EIA before publishing or disseminating outside the USGS any aggregations based on the information provided by the EIA under this Agreement to help ensure that any published aggregation is in a form that precludes the identification of any respondent.  The USGS further agrees to provide the EIA with an electronic copy of the output used for any proposed tables or graphs in any report, article, or text intended for public release.  Frequency counts for each cell in the proposed table and the reported values for each respondent in that table cell must be included with the output submitted for review.    
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D. Notify the EIA when it:
1. No longer needs the information;
2. Proposes a change in the site where the information will be accessed (EIA approval must be obtained before the information is moved to a new site); and/or
3. Proposes a change in the purpose or use of the information (EIA approval must be obtained before the information is used for purposes not specified in this Agreement).

E. Provide the EIA with the name of each individual who will have access to the information provided by the EIA under this Agreement prior to providing access to that individual.  The USGS shall provide the EIA with updates of individuals who no longer need access (e.g., individual no longer working on the project) and new individuals (e.g., new hires who will work on project) who require access.  The USGS shall promptly terminate access and safeguard against unauthorized access to the confidential information provided under this Agreement from persons who are no longer working on the project. 

F. Train each person who will have access to the information provided by the EIA on the appropriate handling and use of the information using the EIA’s online CIPSEA training modules, and provide confirmation to the EIA that all persons who will be granted access have completed such training.

G. Inform each person who will have access to information provided by the EIA under this Agreement of the contents of this Agreement and of the penalties for violating confidentiality provided under §513 of the CIPSEA, which states that willful disclosure of information covered by the CIPSEA to a person or agency not entitled to receive it constitutes a class E felony with potential penalties including imprisonment for not more than five years, fines of not more than $250,000, or both.

H. Require each person who will have access to the information provided by the EIA to provide to the EIA a signed Affidavit of Non-Disclosure and a signed Non-Disclosure agreement signifying an understanding of the terms of access and an agreement to comply with the CIPSEA and any other applicable laws.

I. Protect the information provided by the EIA on secure file servers with restricted access to authorized employees only. 

J. Allow the EIA to carry out a physical and/or information technology security inspection of the workplace of each person who will have access to the confidential information provided under this Agreement, including physical security measures, 
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storage methods, data handling procedures and other security safeguards to determine the adequacy of the facility’s security system.  Any information technology security inspection will be carried out in coordination with USGS IT personnel.

K. Provide adequate physical and administrative safeguards to protect the information provided by the EIA from inappropriate use or inadvertent disclosure during both working and non-working hours.  Appropriate cyber security software and safeguards will be applied to any computer equipment on which the information may be accessed.  The file server on which the information will be stored will have limited physical access, with only authorized persons covered under this Agreement able to access the information from the secure server.  In the event that any information provided by the EIA under this Agreement is stored on a laptop computer, the USGS will use encryption software that requires authentication through a password as a minimum level of information security.  

L. When the information provided by the EIA under this Agreement is no longer needed by the USGS, delete all electronic copies of the information in its possession and destroy any hardcopy by shredding, burning, or other methods for disposing of the information in a safe and secure manner.  The USGS shall send written notice to the EIA that all copies of the information have been deleted or destroyed and that it no longer is in possession of information covered under this Agreement.  All Federal records will be disposed of in accordance with the Federal Records Act, and relevant record schedules.

M. In response to a request for the information provided by the EIA from any Party not subject to this Agreement, including a request under 5 U.S.C. §552, the USGS will refer the request to the EIA.  The USGS will advise the requester that the information was obtained by the EIA from respondents as confidential and for exclusively statistical purposes under the CIPSEA. A release under 5 U.S.C. §552 is defined as a “non-statistical purpose” (CIPSEA §502(5)), and as such is prohibited by the CIPSEA and subject to CIPSEA’s fines and penalties.

VI. It is Mutually Agreed Upon and Understood by the Parties that:

A. The EIA may direct the USGS to deny access to certain persons working for the USGS if the EIA determines that such action is in the best interest of the EIA.  If the USGS will not comply with such direction, it shall immediately discontinue the use of any information provided by the EIA under this Agreement and return the information to the EIA.

B. Third Party Funding:  There will be no third party funding of either agency’s work in conjunction with this Agreement.  
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C. Termination:  This Agreement may be terminated by either Party for any reason with written notification to the other Party.  Upon termination, all information provided by the EIA under this Agreement shall be securely returned to the EIA by the USGS and all copies of the information shall be disposed of in a secure manner so as to preclude its reconstruction, and the USGS shall make no further use of the information.  All Federal records will be disposed of in accordance with the Federal Records Act, and relevant record schedules.

D. Term of Agreement Effective and Expiration Dates:  This Agreement is executed as of the date of the last signature and will remain in effect until December 31, 2017, unless terminated by either Party with written notification to the other Party.

E. Principal Contacts:
EIA- Margaret Coleman, 202-586-1724; Margaret.coleman@eia.gov
USGS- Susan Hall, 303-236-1656; Susanhall@usgs.gov

F. Signatories


SIGNATURE ON FILE				3/12/2012
____________________________________      ________________________
Marcia McNutt		                                         (Date)
Director
U.S. Geological Survey	


[bookmark: _GoBack]SIGNATURE ON FILE				3/30/2012					
____________________________________      ________________________
Howard K. Gruenspecht	                                          (Date)
Acting Administrator
U.S. Energy Information Administration


