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Attachment 1 
 
 

Federal Information Systems Security Awareness, Privacy and 
Records Management Training Instructional Guide 

 
 
This instructional guide provides detailed information to support Federal Information 
Systems Security Awareness, Privacy and Record’s Management Training (FISSA+). 
The Department of the Interior (DOl) Learn Managers assigned to each Bureau/Office, in 
consultation with their respective Bureau Chief Information Security Officer (BCISO), 
are jointly responsible for: 

 

 
• Overall coordination and execution of their respective pilot testing of each new 

version of the FISSA+ course and annual information security awareness training 
implementation  plan; 

• Developing and implementing ongoing communication  plans and informing 
employees and contractors of the training initiatives for their Bureau/Office; 

• Providing employees, contractors, and other users of DOl's information systems 
with detailed instructions on the use of the Learning Management System (i.e., 
DOl Learn); 

• Issuing log-on credential s and instructions to employees, contractors, and other 
users; 

• Issuing course registration and activation instructions to employees, contractors, 
and other users; 

• Providing completion status to Bureau/Office security and training officials so 
they can enforce user compliance to these training requirements; and 

• Ensuring associated IT infrastructure environments and end-user systems are 
configured in accordance with the established DOl Learn minimum workstation 
configuration requirements.1

 

 
Systems at some user locations may be inadequate to support the training online.  To 
facilitate access to training outlets with better performance, DOl Learn can be accessed 
through the public internet, outside of the DOl Network, (e.g., at home) at 
http://www.doi.gov/doi learn/index.cfm.  In addition, DOl Learn Managers/Data Stewards 
can provide a downloadable website or paper version of the course to employees and 
other new staff experiencing difficulties with the online course or without Internet access. 

 
All BCISOs or their designees will submit a report via e-mail to the Information 
Assurance Division at  DOl  IT  Security  Trainin g@ios.doi.gov, no later than the end of 
January, containing the following information: 

 
a)  The total number of federal employees required to take the combined annual 

information security awareness, privacy, and records management training; 
and 

b) The total number of contractors and other users of DOl's information systems 
required to take this training. 

 
http://www.doi .gov/doilearn!upload/Workstation-Requirernents.pd f. 
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These totals will be used as the Bureau/Office baseline in reporting for the remainder of 
each fiscal year and for annual Federal Information Security Management Act reporting 
to the Department of Homeland Security. 

 
Bureau and Office baseline totals for employees and contractors required to complete 
annual training should only be changed to reflect employees that are no longer required to 
take annual awareness training due to job reassignment, termination, or transfers to other 
agencies or Bureaus/Offices during the applicable reporting period.  Any additions to the 
Bureau/Office workforce will be included in the total for the next fiscal year reporting. 

 
Bureaus and Offices are required to report on training compliance status to the 
Infom1ation Assurance Division, via e-mail to  DOl  IT  Security  Training@ios.doi.gov, 
during the following intervals each fiscal year: 

 
• February -May:  Monthly reports due on the 1st day of each month. 
• June- July:  Bi-weekly reports due on the 1s t  and 15th day of each month. 
• August 1st:  Final FISSA+ completion totals due. 

 
Each compliance status report should use the accompanying Security Training Reporting 
Template and include the following information: 

 
a) Total number of employees, contractors, and other users of DOl's information 

systems required to take thi s awareness training, as previously declared; 
b) Total number of employees, contractors, and other users of DOl's information 

systems that have completed the required training as of the date of the report; and 
c)  Bureau and Office compliance percentage as of the date of the report. 

 
Bureaus and Offices must disable network accounts for those that have not completed the 
FISSA+ course thirty (30) days after the due date as an enforcement mechanism to ensure 
compliance with this annual training requirement. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2 

mailto:Training@ios.doi.gov
mailto:Training@ios.doi.gov

	2013 FISSA memo from OS
	2013 FISSA memo from OS Attachment 1

